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10 Security Tech Tips

for the IFA



Security Awareness:

Cyber security awareness training is key. Security is not just an IT function — it is people
centric and has to be at the core of your business culture. Train people first to reduce
attacks they can be exposed to. Pick a system with a good initial GAP Analysis so you can
achieve some quick wins.

Phishing Simulations:

Having a Phishing Simulation Strategy is vital to testing the effectiveness of your Security
Awareness Training & often go hand in hand. It is important to create realistic campaigns
to test YOUR USERS. You should also make it clear that leading users

to recognise and report potential threats are outcomes desired in the anti-phishing
defence ie. it isn't there to ‘catch them out'.

Password Management:

This is vital in securing your data and protecting the users. Enforce your password policy
as a minimum action or invest in a recommended password management system. It
sounds like a basic thing — but without the visibility of password quality your business it
blind to acting on & improving this.

Website Access Control:

Most businesses have some kind of web filtering in place - often this doesn't go far
enough. IFAs should adopt a zero trust model when it comes to web filtering and controls.
Most Practices we audit are not stringent enough in terms of web / device control.

Take Responsibility for GDPR & Your Client Data:

All businesses, particularly IFAs, have a responsibility to their clients to protect data held,
and this is driven from the education of users and use of secure processes. The
introduction of the GDPR, has made it necessary for IFA businesses to actively seek explicit
permission from their customers opting in for marketing materials.
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Adopt a Zero Trust Model:

There must be a rigorous process to protect data and information affecting companies,
clients and suppliers. The main risks could be outside of your organisation in your supply
chain. Get back to basics & have a verification process to follow if a customer or supplier
asks you to change something.

Adopt a SIEM (Security Information and Event
Management) System for Your Cloud Stack:

Information can be hacked by people everywhere who try to gain access to data you hold
and intrude into your systems. Tight security & monitoring (SIEM) must be in place to avoid
this. Threat Actors can be sat waiting for the right moment to strike — sat in your systems
learning everything about your business.

Get Cyber Certification for Your Business:

All IFA Practices should aim for some kind of Cyber Security Kitemark. Cyber Essentials as a
bare minimum. Depending on the size of your practice you can move up the scale, to
Cyber Essentials Plus & maybe then on to ISO 27001.

These Standards are there for a reason & are great for GAP Analysis & Risk assessment of
your current Cyber Situation.

Check Your Cyber Insurance Policy Regularly:

If you are out of alignment in your practices vs the requirements of the policy, it may not
pay out in the event of you needing to make a claim.

Don’t Do Nothing:

Cyber Security should be on everyone’'s agenda. Businesses need to face the harsh reality
of attacks and take action in reducing the potential risks.
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